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1
Decision/action requested

It is proposed to approve the attached pCR
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

 [1]
3GPP TR 33.853 Key issues and potential solutions for integrity protection of the User Plane (UP)
3
Rationale

It is proposed to add a new key issue that deals with how a network can introduce support for UP IP.
4
Detailed proposal
It is proposed to approve the following pCR to TR33.853 [1].

++++++++++++++++++++++++++ Start of Changes +++++++++++++++++++++++++
5.X
Key Issue X: Migration paths in network deployment

5.X.1
Issue description

Currently, eNBs don’t support integrity protection for UP bearers. When UP IP is rolled out, UEs will appear that support UP IP and customers may request services with UP IP. If UP IP terminates in the eNB, all eNBs to which those customers may connect will need to be able to provide UP IP. 
5.X.2
Network options affected
This key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

5.X.3
Threat description

On handover, a UE that is using UP IP may become connected to an eNB that doesn’t support UP IP, thus leaving the traffic unprotected.
5.X.4
Architectural requirements 

In order to consider migration paths to network wide UP IP support, network side UP IP termination shall not require hardware upgrades to eNBs:

· UP IP algorithms shall be selected such that UP IP can be provided in software on existing eNBs for a substantial fraction of data bearers; or

· UP IP termination shall be possible in a node that is further inside the network and can provide UP IP termination for data bearers coming from multiple eNBs. 
++++++++++++++++++++++++++ End of Changes +++++++++++++++++++++++++
